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CYBERSECURITY IN THE MENA REGION:
SHARED INSECURITIES, DIVERSE RESPONSES

Abstract: Cyber insecurity is a multifaceted problem, and one further complicated by
the political divides in the Middle East and North Africa (MENA). This paper tackles two
questions: first, what are the main sources of cyber insecurity in the region? Second, how
have states sought to respond to these cyber insecurities? The paper first highlights a
range of cyber threat actors both inside and outside the region, as well as several structural
factors that perpetuate cyber insecurities. The second part moves to state responses,
treating national and international responses in turn. It argues that the MENA region
demonstrates diverse responses to cyber insecurity. Nationally, states have sought to
increase cybersecurity capacity, making significant institutional and bureaucratic changes
to prioritize digital defense — and sometimes offense. Internationally, some states have
participated in negotiations on international cyber norms, while others have remained
apart. The paper concludes with several policy recommendations based on recent shifts

in political alignment across the region.

Cybersecurity is an uncomfortably elastic topic. It stretches from fundamental questions
about privacy, identity, and freedom online, to the complex technological dependencies
seemingly miraculously strung together to facilitate our daily digital lives. It encompasses
new modes of economic activity, legal and illegal, as well as geopolitical issues around
state competition and conflict. Cybersecurity issues are both global, in that they depend on
transnational infrastructure and reshape geographical paradigms of international politics,
and local, in that they appear differently in different contexts: social, national, and regional.
Cybersecurity, including in Middle East and North Africa (MENA), is thus a multifaceted
problem. This paper provides a snapshot of cybersecurity in the MENA region, focusing on
two questions: first, what are the main sources of cyber insecurity in the region? Second,

how have states sought to respond to these cyber insecurities?

1- This paper takes the MENA region to include the Arabic-speaking states of northern Africa, the Arabian
Peninsula, the Persian Gulf (including Iran), and the Levant (including Israel and the occupied Palestinian
territories), with Turkey as the most north-easterly point. This definition follows standard practice but is, of
course, slightly arbitrary.



These research questions deliberately move away from cybersecurity as a goal, ideal state,
or best practice, to focus on cyber insecurity. One of the most immediately obvious aspects
of cyber insecurity, in the MENA region and elsewhere, is the sheer range of threats: from
the hacker stereotypes present in much popular culture to concerns around criminal
gangs, spies, or soldiers acting in cyberspace. However, this focus on threat “actors” misses
key sources of cyber insecurity that are not agential, but structural. Structural sources of
cyber insecurity are aspects of digital economies and societies that enable threat actors
to operate. These range from the socio-technical systems of vulnerability discovery,
fixing, and updating that govern nearly all digital technologies, to the trust individuals
and organizations must place in online interactions, especially during a global pandemic.
This paper argues that key structural and agential sources of cyber insecurity are shared

across the MENA region, providing a basis for common action.

The second research question focuses on states as a locus for responses to these sources
of insecurity. This is not because states are the only actors who are able to muster
sufficient responses. In many cases, state action is insufficient or even inappropriate
for addressing such cyber insecurities without broader market-based cooperation or
societal shifts. Nonetheless, states are key to cybersecurity responses, as experiences
worldwide have shown that laissez faire approaches — whether in social media regulation
against influence campaigns or encouraging companies to disclose and remedy data
breaches - make little headway without state support or intervention. This paper argues
that, despite shared insecurities in cyberspace, states in the MENA region have adopted
noticeably diverse responses due to their varying political priorities. Some see strong,
centralized institutional development as crucial to effective cybersecurity, while others
have distributed both responsibility and capability across state organizations. Similarly, at
an international level, some states have engaged extensively in cybersecurity governance
negotiations, while others have remained apart, seeing distance from these processes as

their best way to ensure flexibility and retain sovereignty.

This paper argues that, despite shared
insecurities in cyberspace, states in the MENA
region have adopted noticeably diverse

responses due to their varying political priorities



The paper is structured around the two research questions. The first part analyzes sources
of cyber insecurity in the MENA region, looking at agential and then structural factors. The
second part moves to state responses, treating national and international responses in
turn. The paper concludes with several policy recommendations based on recent shifts in

political alignment across the region.

1. Shared insecurities

Understanding cyber insecurities as both a genuine digital threat and as perceived political
precariousness is crucial for analyzing cybersecurity in the MENA region.' Cyber insecurities
in the MENA region involve two kinds of insecurity, including the actor-based and structural
distinctions above. The first kind of insecurities arises from intrusion or “hacking,” defined
as the ability to gain unauthorized access to digital devices and networks, and use that
access for purposes contrary to the intent of their owners and designers.? These purposes
caninclude exfiltration of data (in cases of political or industrial espionage and surveillance),
altering or deleting data (such as “wiping” malware or ransomware, which encrypts target
data until a ransom is paid for decryption), or even physical harm or destruction (where

the targeted networks are industrial control systems or critical infrastructure).

The second kind of insecurity arises from the manipulation of digital networks, primarily
social media platforms. There is now a broad consensus that social media platforms can
be exploited for “influence campaigns”, which promote political or other positions in
illegitimate ways; for example, by using automated accounts (bots), by deliberately crafting
verifiably false claims (disinformation), or by exploiting psychological vulnerabilities
through microtargeted advertising. Both sets of insecurities can occur together, for
example in “hack-and-leak” operations, where intrusion is used to obtain material that is
then published for political advantage, or in “social engineering”, where trust is used to

gain access to a network without exploiting technical vulnerabilities.

While these two sets of insecurities are both attributes of socio-technical systems, there is
another, more political, sense of cyber insecurity underlying this discussion. Many states in
the MENA region are authoritarian or hybrid systems, with facade democracies obscuring
the political power of an entrenched elite or ruling figure. Such states are insecure not

only in terms of intrusion or influence above, but also in terms of the position of the



incumbent regime. The series of popular protests known as the “Arab Spring” starkly
demonstrated these insecurities, highlighting how social media can contribute (as one
factor among many) to sweeping political changes and eventual outcomes as divergent
as democratic transition, authoritarian retrenchment, or devastating civil war. While
many states, including the Gulf countries and Egypt, realized the political potential of
online political action after the Arab Spring, they did not associate these concerns with
other cybersecurity issues until after the key incidents reviewed below - especially the
2012 “Shamoon” malware, which attacked the hard drives of Saudi Aramaco. Following
Shamoon, the Gulf states invested extensively in cybersecurity expertise, both through

high-profile commercial events and conferences and domestic education and awareness.*

1.1 Actor-based sources of cyber insecurity

Actor-based sources of cyber security in the MENA region can be classified in three main
types: interstate competition and conflict, civil war contexts, and cybercrime. We will
detail these three in turn. First, the MENA region is no exception to the states’ worldwide
adoption of cyber-espionage as a tool to advance their regional interests. Cybersecurity
companies have attributed cyber-espionage campaigns targeting publicand private entities
to a number of Middle Eastern states, as well as notable cyber-espionage operations by
global powers, such as the United States (US) and its allies, Russia, and China.5 After the 2010
discovery of the infamous Stuxnet operation against Iran’s nuclear program, disruptive
state-attributed cyber operations have revolved around tensions in the Gulf, including
Iranian wiping operations against critical infrastructure in Saudi Arabia since 2012 (including
the "Shamoon” malware), US cyberattacks in response to Iranian provocations in 2019, and
reported tit-for-tat exchanges between Israel and Iran in 2020.° The Gulf has also been
the focus for state influence campaigns, as the Gulf crisis in 2017, was catalyzed by — and
exacerbated — a highly divisive media environment, with government-supported social
media manipulation especially directed against Qatar and Turkey’ The killing of Jamal
Khashoggi in the Saudi consulate in Istanbul in 2018 was connected to private suppliers of

targeted surveillance software, as well as influence campaigns on social media.?

Actor-based sources of cyber security in the MENA region
can be classified in three main types: interstate competition

and conflict, civil war contexts, and cybercrime



Aside from these inter-state disputes, similar activities have developed in civil war contexts.
Cyber-espionage tools have been attributed to many actors in the Syrian civil war, most
notably the regime-affiliated Syrian Electronic Army (SEA).> Members of the international
coalition in Syria have claimed cyber operations against Islamic State, designed both to
disrupt propaganda and to support kinetic action. In Libya, disinformation is rife, with
many parties to the conflict conducting social media propaganda, as well as social media
campaigns emerging from media companies associated with external states such as Russia,
Egypt and the UAE." Some private military companies involved in the conflict have also been
reported to offer cyberattack capabilities.” More generally, both civil wars and longstanding
political disputes have provided sustained fuel for hacktivism in the region, as non-state
actors have sought to raise the profile of various political issues — especially the Israel/

Palestine conflict and Saudi-Iran tensions — through defacement and hack-and-leaks.?

Finally, a wide range of malicious actors use cyber tools for illicit financial gain. While these
actors operate worldwide, there have been significant incidents by actors in the region,
as well as ripple effects from worldwide campaigns.“ In an early incident, there were two
separate compromises of pre-paid credit card information of customers of Oman’s Bank
Muscat and the UAE’'s RAKBank in December 2012 and February 2013.” This information was
provided to a transnational criminal network who withdrew $45 million in cash from ATMs
across the world using the card details. In the years following, several strains of malware
targeted mobile banking apps in the UAE."® More recently, two Iranians were indicted by the
US for ransomware attacks against organizations worldwide, including hospitals.” Financial
crime online also targets individuals and has significant gender-bias.” For example, blackmail
following “sexting” or sharing of intimate pictures is an important but under-acknowledged

aspect of cyber insecurity at a personal and family level, rather than that of the state.

Both civil wars and longstanding political disputes
have provided sustained fuel for hacktivism in the

region, as non-state actors have sought to raise

the profile of various political issues



1.2 Structural sources of cyber insecurity

We can also classify structural sources of cyber insecurity into three main types. The
first is geopolitical, as the MENA region has been battered by the changing winds of
US-China trade and technology competition. On the one hand, many MENA states
have close relationships in security and defense with the US and its allies, including
the Gulf states and NATO member Turkey. On the other hand, Chinese infrastructure
investment, energy partnerships, and research in related technological fields of 5G
and Artificial Intelligence (Al) are extremely attractive for these states. Therefore, they
have sought to strike a balance between Chinese economic cooperation and US security
requirements.*® Geopolitical developments also affect MENA cyber insecurity in other
ways. For example, the strengthening of EU data protection laws through the General
Data Protection Regulation (GDPR) has led companies and individuals to demand similar
privacy rights elsewhere, as well as mirroring data localization requirements and cloud
computing regulation throughout the region, especially in the Gulf.* Finally, geopolitical
divides manifest in physical form through the region’s development of actual internet
infrastructure. Rebuilding digital infrastructures after civil wars in Syria, Libya, and
Yemen, as well as securing new city projects such as Neom in Saudi Arabia, adds a layer
of complexity to the existing competition over - and continued exploitation of - cable

laying and routing protocols in the region.”

A second structural source of cyber insecurity is market-based. There are significant
difficulties in cybersecurity capacity-building in the MENA region that stem from the
adverse incentives for the private sector — especially in critical infrastructure — to
prioritize securing their digital networks over more short-term and reliable profits.” In

addition, the cybersecurity industry is structurally dependent on vulnerability research

This structural feature is exacerbated by the close links
between many of these companies and military and
intelligence agencies in their home states, meaning

that the market for cyber tools blurs with and supports

states’ concurrent quest for their own capabilities
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for key security practices such as penetration testing. But these “white hat” security practices
can also be used for “black hat” exploitation, and there are a growing number of companies
doing such questionable research in MENA states, especially in Israel, Egypt, and the Gulf.*
This structural feature is exacerbated by the close links between many of these companies
and military and intelligence agencies in their home states, meaning that the market for

cyber tools blurs with and supports states’ concurrent quest for their own capabilities.

The third structural source of cyber insecurity lies in the development of social media
in the MENA region. Almost all the big social media platforms originate from and are
headquartered in the US, meaning that content moderation rules and broader “community
standards” are crafted and applied for the US context or key markets such as Europe, and
not the MENA region. States such as Saudi Arabia have resorted to unconventional methods
to circumvent these constraints, such as recruiting insiders in Twitter’s California offices to
provide information on specific accounts.> More widely, most MENA states have relied on
national-level surveillance architectures, supported by expansive cybercrime laws, to police
social media for social and cultural norms, as well as suppress open political debate.®® As
with the exploit companies above, this has led — especially in the case of Egypt and Turkey —
to negative publicity for companies providing such surveillance solutions.” Alternative social

media platforms have been proposed by Saudi Arabia and the UAE, but with little success.”®

2. Diverse responses

This section will further the discussion on the variety of state responses to the region’s
sources of cyber insecurity, whether agential or structural, by focusing first on MENA state
actions at national and bilateral levels, and then on MENA contributions to international
cybersecurity governance in international forums across the MENA region and more broadly.
It should be stressed that state responses take many forms, including policy, legislative,
and regulative initiatives. At a strategic level, we can also see state responses as seeking
several distinct aims, including deterrence (dissuading threat actors from targeting that
state), defense (improving cybersecurity protections and awareness, especially through
capacity building), and resilience (ensuring the continuity of key state functions despite
cyber disruption). In practice, state strategies and policies achieve these aims together, and

so they are not sharply distinguished in the following discussion.
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2.1 National and bilateral responses

According to the ITU Global Cybersecurity Index, conducted for the third time in 2018,
Saudi Arabia, Oman, and Qatar were ranked the Arab world’s top three countries in
cybersecurity capacity, followed by Egypt, the UAE, Kuwait, and Bahrain.? These states
have taken significant steps to securely digitalize government services, with the UAE
ahead of the others in many respects, while other MENA states score more poorly.
According to a 2019 study by Google and Bain & Company, the e-commerce market in 2017
in the MENA region overall was worth $8.3 billion and growing by 25% in pre-pandemic
conditions.® This study, like other consultancies, sees Egypt and the Gulf states together
as the cyber center of the MENA region, given that these states represent 80% of the MENA
e-commerce market overall (excluding Israel). For cybersecurity specifically, according to
market research consultancy Gartner, the value of cybersecurity sales doubled to just
under $2 billion between 2014 and 20183 Other companies offer more inflated figures,

suggesting the Middle East cybersecurity market was worth $16 billion in 2020.32

A key element of cybersecurity capacity building is a national cybersecurity strategy. Most
states, in the MENA region and worldwide, have published at least one such strategy,
and many have updated their strategies several times.?®* Many MENA states have engaged
in extensive cybersecurity education efforts, with universities offering undergraduate
and graduate qualifications in technical and organizational aspects of cybersecurity, as
well as more practical routes to professional cybersecurity roles and general awareness-
raising. There has been significant adoption of these courses, especially by women, and
the gendered aspects of cybersecurity professional and personal identities are powerful

structuring factors for cybersecurity capacity, both in the MENA region and worldwide 3

Institutionally, some MENA states have centralized cybersecurity responsibilities in

a single national cybersecurity organization. States who have taken this over the last

In general, with the notable exception of Israel and
Iran, MENA states are noticeable for their lack of public

military cyber structures, not following the creation of

separate “cyber commands” by many states worldwide
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year include Oman, Bahrain, and Qatar, while others have experimented with multiple
institutional arrangements such as Egypt's Supreme Cybersecurity Council or the UAE'’s
National Electronic Security Agency (NESA). Such organizations are designed to merge
previously separate cybersecurity functions in communications and interior ministries,
among others. The most sensitive aspect of this bureaucratic politics, for MENA states and
counterparts in the US and Europe, is the relationship between such organizations and
military and intelligence agencies. Scholars have shown how, in Turkey, this institutional
competition has led to a dominant security role in such developments,* while others have
critiqued the potential of such institutions in fractured, occupied, and contested spaces
such as the Palestinian territories3® Other states, such as Tunisia, have sincerely pursued
“‘multistakeholder” arrangements, involving public and private sectors as well as civil society
representatives, in line with broader multistakeholder arrangements in global internet
governance.” In general, with the notable exception of Israel and Iran, MENA states are
noticeable for their lack of public military cyber structures, not following the creation of
separate “cyber commands” by many states worldwide. This may be due to a lack of capability
in general, or because the locus of cyber power lies elsewhere (in intelligence agencies, as
noted above), or because these states prefer not to send potentially escalatory signals by

establishing publicly offensive cyber programs.

Furthermore, states have pursued new or restrengthened bilateral partnerships that facilitate
cybersecurity responses to a range of perceived threats, from vocal political opposition
at home and abroad, to the potential consequences of cyber operations against critical
infrastructure. The dynamics of such partnerships generally follow broader diplomatic
alliances, although the GCC rift and the institutional inertia of the League of Arab States
reveal the challenges of following established organizational lines. The paradigm example
of a productive cybersecurity partnership is the one between the UAE and Saudi Arabia.
Although not entirely in sync over Yemen and other flashpoints, their relationship has
exemplified an agile, internationally embedded, public-private model for cybersecurity and
information controls. Cybersecurity cooperation can also help to forge connections across
longstanding fault lines. For example, the recent signing of the Abraham Accords, and Israel’s
normalization of relations with Bahrain, Sudan, UAE, and Morocco, means that Israel’s

strong cybersecurity sector can now openly export to the Gulf states, despite tensions with
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democratic values.® The current thaw in relations between Egypt and Turkey may shift
alliances in a different direction, however. Egypt has formerly relied on Saudi Arabia
and the UAE to fund the purchase of expensive information controls® although if this
is a precursor to wider Turkish diplomatic engagement with the Gulf, then cybersecurity

cooperation might well be a useful diplomatic card for all sides.

Part of the reason for the shifting alignments above, especially the Israeli moves, is to
counter Iran’s success in a very different mode of cybersecurity cooperation. In contrast
to the states above, Iran has deliberately increased its technical isolation from the
internet infrastructure of other MENA states, using the temporary shutdowns following
fuel-price protests in 2019 to adjust its domestic internet architecture towards more
centralized control. At the same time, Iran has also cultivated a significant “hacker”
scene, with talented individuals sometimes going on to work for companies tasked
by the Iranian military and intelligence, or even working within these organizations
themselves.*® While this may be an efficient solution given limited Iranian resources,
the restrictions on such individuals have led to the exposure of key capabilities and
reported conflicts within such groups.# Iran has also reportedly worked on digital
intelligence gathering with proxies in various conflict zones, likely deploying malware
in the Syrian conflict.”? Finally, Israeli kinetic strikes against Hamas cyber teams indicate
a confluence between offline and online struggles between the two adversaries across

Syria and Lebanon.®

2.2 Regional and international responses
This section moves from the national and bilateral responses above to consider
cybersecurity developments connecting the MENA region to other regions and

international processes. First, there are several transnational cybersecurity capacity

This early idea came to fruition much later, in March
2020, with the launch of the Internet Infrastructure

Security Guidelines for Arab States by the Internet

Society, a transnational non-profit organization

with both state and corporate members
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building initiatives with a MENA focus.# One of the earliest attempts was a proposal for
a “pan-Arab observatory” in 2009, based in Lebanon, that would elect members from all
Arab states. The proposal included several Lebanese ministries (interior and justice), as well
as information technology (IT) associations and universities in Lebanon and the League of
Arab States. This early idea came to fruition much later, in March 2020, with the launch
of the Internet Infrastructure Security Guidelines for Arab States by the Internet Society, a
transnational non-profit organization with both state and corporate members.* This initiative
— including a new observatory - demonstrates that multistakeholder processes remain useful
in the MENA region, as it offers practical steps for organizations to secure routing mechanisms
and improve cybersecurity practices. More generally, MENA states have participated across
international cybersecurity governance processes, including a Group of Governmental Experts
(GGE) and Open Ended Working Group (OEWC) in the UN. Iran, despite disassociating itself

from the consensus final report of the OEWG, agreed in March 2021.

These broader international processes are separate from extensive international negotiations
over cybercrime. The main international legal text on cybercrime is the Budapest Convention
on Cybercrime, agreed by the Council of Europe in 2001. Following the Budapest Convention,
which has 65 ratifications or signatures/accessions and only four in the MENA region (Turkey,
Israel, Morocco, and Tunisia), the League of Arab States introduced a Convention on Combating
Information Technology Offences. Originally conceived in 2004 as a pan-Arab “model law”
for combating information technology offences, the Arab Convention was finally signed in
December 2010. The Arab Convention, and the simultaneous events of the Arab Spring, led to
the development of controversial cybercrime laws throughout the region, criticized by many
as including ambiguous clauses used for repression.®® Current international negotiations in
the UN are revisiting the idea of a global cybercrime treaty, with a 2019 resolution proposed
by Russia swiftly approved by nearly all MENA states, but the impact of these negotiations on

domestic legislation will not appear for several years, if at all.

Compared to cybercrime, an equally tricky area of negotiation is in the applicability of
international laws of armed conflict to cyber operations, and the more specificimplementation
of norms on responsible state behavior in cyberspace, agreed at the GGE in 2015 and
subsequently across several multistakeholder processes, albeit with limited representation

from the region. Such norms include the protection of critical infrastructure, clearly violated



15

by some of the state operations listed in previous sections, as well as protection of the
internet’s “public core.” Other related initiatives, such as confidence-building measures
(CBMs) to reduce the risk of escalation for cyber operations, are only beginning to gain
ground in the MENA region. More practically, the inclusion of technical bodies, such
as national Computer Emergency Response Teams (CERTSs), in international information
sharing and dialogue mechanisms, serves to de facto provide channels of communication

that may be useful in crisis scenarios.®

Conclusion
To conclude, I first offer four broad policy recommendations based on the above discussion
and other recent work,* and then end by reflecting on the double sense of insecurity

with which the paper began.

- First, government, private sector, and civil society organizations should work together
to increase cyber resilience. Together, they need to identify the relative strengths and
weaknesses of each stakeholder, seeking to compensate for these weaknesses through

diverse strengths.

- Second, states should develop education and training as a core basis for national and
regional cybersecurity. Educational initiatives should be coordinated across the region

and should prioritize gender and intersectional equality.

- Third, states should invest in credibility and long-term reliability in cybersecurity action
and communication. This means crafting cybersecurity policy and regulation that is
accessible, clear in both substance and scope of application, and consistently interpreted

and enforced.

- Fourth, states should work internationally to raise the level of cybersecurity in the
region. States can use concepts of responsible state behavior and the “public core” of the
internet as a basis to invest in broader international cybersecurity governance processes,

developing international law and participating in relevant working groups at the UN.
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Finally, this paper has underlined the dual sense of cyber insecurity prevalent in the MENA
region. Cyber insecurities, both actor-based and structural, present clear risks to core
state functions: the stability of digital economies, the smooth functioning of national and
transnational critical infrastructures, and the protection of vulnerable individuals online
and offline. But cyber insecurities are also incorporated into broader political insecurities,
especially in states and regions where incumbent rulers are involved in internationalized
civil wars, or stifle dissenting voices to prevent popular protest. In this way, cyber insecurities
- both intrusion into digital networks and the manipulation of social media platforms —
represent threats to domestic and regional political power, as well as to the state functions
above. Consequently, states have invested in cybersecurity responses not only with a view
to improve cybersecurity for individuals and commercial organizations in the region, but
more fundamentally to preserve elites’ position and status, while diminishing or destabilizing
that of their adversaries. As the MENA region becomes ever more digital, with young and
fast-growing populations pushing the percentage of individuals online ever higher, cyber
insecurities will not only translate into political insecurity, but will increasingly be the central

medium of political participation and contest over its future.
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